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2.1
RSA
2.1.1 PKCS#1V?2 RSASSA-PKCSI1-vl 5
OID
(1) SHA-1 OID

shalWithRSAEncryption 1.2.840.113549.1.1.5

2 SHA-256 OID
sha256WithRSAEncryption  1.2.840.113549.1.1.11

(3) SHA-384 oID
sha384WithRSAENCryption  1.2.840.113549.1.1.12

(4) SHA-512 OID
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shab12WithRSAEncryption  1.2.840.113549.1.1.13

2.1.2 PKCSH1V?2 RSASSA-PSS

OID id-RSASSA-PSS 1.2.840.113549.1.1.10

2.2
RSA
(1)PKCSH#1L V2 RSAES-PKCS1-vl 5
OID  rsaEncryption 1.2.840.113549.1.1.1
(2PKCSHL V2 RSAES-OAEP OID
Id-RSAES-OAEP 1.2.840.113549.1.1.7
2.3
(1) Root CA  RSA 4096 Bits
(2 Subordinate CA  RSA 2048 hits
3 RA  RSA 1024 bits

(4) EE  RSA 1024 bits
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2.4
(1)ANSI X9.52-1998 3-Key Triple-DES
OID desEDE3-CBC  1.2.840.113549.3.7
(2)IETF RFC 2268 RC-2 oID
rc2-CBC  1.2.840.113549.3.2
(3)NIST FIPS PUBS 197 AES  Rijndael
AES AES128 AES-192
AES-256 NIST CSOR
oID
2.5
128 bits
2.6
(1)NIST FIPS PUBS 180-1 SHA-1 OID

id-SHA1 1.3.14.3.2.26

(2)NIST FIPS PUBS 180-2 SHA-256 OID
1d-SHA256 2.16.840.1.101.3.4.2.1

(3)NIST FIPS PUBS 180-2 SHA-384 OID
1d-SHA384 2.16.840.1.101.3.4.2.2
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(4NIST FIPS PUBS 180-2 SHA-512 OID
1d-SHA384 2.16.840.1.101.3.4.2.3

(1)ASN.1 ITU-T X.680 1997 X.681 1997
X.682 1997

(2)ASN.1 ITU-T X.690 1997 X.691 1997

(3) (Character set) CNS 11643  1SO 10646

(4) UTF-8 IETF RFC 2279

(5) Cryptographic Message Syntax
Standard (PKCS#7 V1.5 ) Cryptographic Message Syntax

(CMS) IETF RFC 2630

(1) X.509 V3 Certificate ITU-T
X.509:2000 | ISO/IEC 9594-8:2001 PKIX Certificate and
CRL Profile (IETF RFC 3280 ) PKIX Qualified
Certificates Profile(IETF RFC 3039 )

(2) X.509 V2 CRL ITU-T X.509:2000
| ISO/IEC 9594-8:2001 PKIX Certificate and CRL Profile
(IETF RFC 3280 )
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3)

(1) SO 11770

(2 US FIPS 140-1
NIST SP800.22

(3) ANSI X9.80 ANSI
X9.31

(4) PKCS #12 V1.0
RSAIC

(1) Certificate Management
Protocoi CMP ( IETF RFC 2510 Certificate

Management Messages over CMS(CMC) IETF RFC 2797

(2 Certificate Request Message
Format (CRMF) IETF RFC 2511 Certification Request
Syntax Standard PKCS#10V1.7

(3 On-line Certificate Status
Protocol (OCSP) |IETF RFC 2560
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D)

(2)

(4) IETF PKIX

(1) Privilege Management Infrastructure,
PMI ITU-T X.509:2000 | ISO/IEC 9594-8:2001

(2 |[ETF RFC 2559 PKI Operational Protocols -

LDAPv2 |ETF RFC 2587 PKI LDAPv2 Schema

3 |ETF PKIX RFC 3161 Time Stamp Protocol

(4) Netscape Secure Sockets Layer
V3.0 IETF RFC 2246 Transport Layer Security(TLS) Protocol
V1.0

(3) 1SO 17799 Code of Practice For Information Security Management

IC

()IC  1SO 7816 RSA
MSCAPI  PKCS#11
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(2)IC PC/ISC 1.0
10
(DPKI WebTrust AICPA/CICA WebTrust Program for
Certification Authorities ISO 15408 Certificate Issuing and

M anagement Components Protection Profile (CIMC PP)

(2) FIPS 140-1( )
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