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 OHIERRRE
S CHIE LA R .48 (WINDOWS/Linux) etc\hosts A » SEIIIAGKIE
61.60.9.53 ics-moica.moi.gov.tw (izDFE)

L/ Coindows\System32\drivera\etc\hosts - Notepad = [Ad

EED FEE E20O BREM FEN ==L B2ED IROQ EEM TR SHEE
HEsEWwW 2 X

s E B BE Doeimny|lzx s BR(=1EE ~
Enewl._JlE]hos‘tsml

Copyright (c) 1393-2Z009 Microscft Corp.

This is a sample HOSTS file used by Microsoft TCESIP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an indiwvidual line. The IF address should

be placed in the £first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space .

Additionally, comments (such as these) may be inserted on indiwvidual
lines or following the machine name denoted by 2 "' symbol.

For example:

£
£
£
£
£
£
£
£
£
£
£
£
£
£
£
£
£

102 .54.54_57 rhino. acme . com ¥ source server
38.25.63.10 X.acme.com ¥ x client host

localhost name resclution is handled within DNS itself.
127.0.0.1 localhost
zz1 localhost

H o

&l _&e0_9_53 ics—moica_moi_gowv_tw
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length: 86 Ln:24 Col:34 Sel:0]0 Windows (CRLF) UTF-8

[LE!] IEXERRA EME A hosts 38! DL 3% 1/\/E'Juﬁf£a@ﬁﬁ

T B O TETDIRTS S5 % SSL AR M E GTLSCA 1 SSL &5 & s (EEREE &
AR B R 5 E)
(—) (EF] CEEE APL:
1. e A ICS FA%AY IP @ 61.60.9.50 > ) domin : ics-moica.moi.gov.tw
2. W B () SSL Bk E A% 2E(GCA pem) S 14 37 8 2£(GTLSCA. pem)
B
char ip[] = "ics-moica.moi._gov.tw
char serverCh[] =" pem"” ; H;—E'_""E PEERm iy EZEGCA.pem - GTLECL.pem
/I EEEFICsFER S
iRet = i5S5L SendThenRecv({ip, "443", serwverCA, url , S5zRetPKT.Length, SzRetPKET,

& reszREtPKT_len, & reazRetPKT) ;
if {iRet '= 0} // error

3..pem FEZE Nk E4E ¢ https://api-
hisecurecdn.cdn.hinet.net/icsexample/GTLSCA.zip

(=) {EH JavaE= APIL :
1. e A ICS FA%AY IP @ 61.60.9.50 >/ domin : ics-moica.moi.gov.tw
2.Java CertStore JEZEE A

I 35 % GTLSCA 48uh Nk AR AT T B SaE SRelifg 28 - MLy ¢
https://api-hisecurecdn.cdn.hinet.net/icsexample/GTLSCA_All.zip - [
GTLSCA.crt # H F[<JAVA_HOME>/jre/lib/security HYH$% T -

Il. BHEZ Dos WHES W Hi:%I<JAVA_HOME>/jre/lib/security - {7l R &



http://ics-moica.moi.gov.tw/
https://api-hisecurecdn.cdn.hinet.net/icsexample/GTLSCA.zip
https://api-hisecurecdn.cdn.hinet.net/icsexample/GTLSCA.zip
http://ics-moica.moi.gov.tw/
https://api-hisecurecdn.cdn.hinet.net/icsexample/GTLSCA_All.zip

(THE 5 5 changeit)
keytool -import -file GTLSCA.crt -alias gtlsca -keystore
cacerts -trustcacerts

-

HEE
CH=ePHI Root Certification Authority — G2, O0=""Chunghwa Telecom Co._.. Ltd._

MD5 = 25:-84:9C-3C:-EF-E?:13:-8E: t@AD:=3@:=D5:=22

SHAl1= B2:=D1:51:A7:=68:=D3: z25:81:=56:88:=C2:8A-B2:CB

SHAZ256:= 2D:=1C:DA=:1B:2E:F3:925:AF:CE:=7D:EA:FE:=74:DE:6D:2?F:F5:EB:D2:-A4:37:
B82:11:-6C:00:=C6:-BA:-5B:-F4:4B:-2?8:-23

KeyUsage L[
DigitalSignature
Key_CertSign
Cr1l_Sign

1

#8 : ObjectlId: 2.5.292.14 Criticality=false
SubjectKeyldentifier [

Keyldentifierx» [

BBBB: D6 EB 2D 9D 61 FE 2B BB 768 88 2E B8 687 B1i 59 BO
BB16: F4 83 22 6A

1

1

{EES i
Ej:ﬂihwrﬁkrEEEh

C:\Program Files“Java'Jgrel.8.0_1081i\lib\security>

A EMIMIE AR GTLSCA a8 (I#4E0 Ry gtlsca) » A[HTLA TS © (FH
25 2 HE By changeit)
keytool -list -keystore cacerts

: B?:3C:61:F3:8B:8B:DC:7YD:55:DF:75:38:82:A5:88:E1:25:F5:C8:36 -
2814115, trustedCertEntry.
<SHA1>: 67:65:BD:F1:7E:BE:7E:5B:82:40:A4:F4:56:4B:CF:E2:3D:6%:C6:FB
camerf irmachambersignca. 28H8-11-1. trustedCertEntry.
ZiF ¢CRHAT1 Y : 4A:BRN:FF:FC: 90 :AN: 3590 :R9 - AF:07:02:01 2 :5R:?9 :FA:NA - AA: A
tlsca,. 2028-3-26. trustedCertEntry.
FEfE&Y <(SHA1>: B2:D1:51:A7:68:D3:0C:3B:99:D8:6B:8B:25:81:56:88:C2:8A:B2:CB
Ao UATISPOOLCalds . Z0Ib72 3. LRI LedUEFLENLT D
= ¢(SHA1>: 1B:BE:EA:57:96:22:1A:C?:39:EA:BEB:BA:B1:1A:-73:73:CA:23:79:67
machambersca,. ZUBAB-11-1. trustedCertEntry.
S&T (SHA1>: 7B:6A:74:AC:76:AB:14:7F:9C:6A:3A:50:BA:9E:AB:7E:FE:?A:CE:3C
usertrusteccca. 2015-5-12,. trustedCertEntry.
=t CEHA1>: D1:CB:CA:5D:B2:D5:2A:7F:69:3B:67:4D:E5:FA:5A:1D:AC:?5:7D:FA

gndaddyclass2ca, 2085128, trustedCertEntry.
CEHA1>: 27:96:BA:E6:3F:1B8:01:E2:77:26:1B:ABQ:D7:77:78:02:BF:2A:EE:E4

aff Pmtruﬂtpremlumca, 2814415, trustedCertEntry.
(SHA1>: DEB:AG:33:2C:EA:B3:6F:B1:8B5:F6:63:4F:7?D:6A:B6:65:26:32:28:27
identrustcommercial. 2016-5-6. trustedCertEntry. &7

(=) MIAS IR RS R -
LR WA BUESEIE - SE s A FEEF K& RAER - A gk
1022 HE(ERR_ConnectDB_Fail, #4532 &Rl EAR) ~ 22 1020 {2
(ERR_ClientID_Incorrect, 2245t A2 1T Y ClientID, 2458 1L ClientID Y& EH) » H

Bl EEIERE > BIRE i RS T -



B RS FERR T2

1. (/] Java sB S 4R IR T El$h R SRR MR K host #E

SERIALNUMBER=GRGGREEE18856812, CN=61.68.9.5@, OU=g&:i ., OU=/eas, O=f i, L=us, C=TH
java.ic.IOException: HTTPS hostname wrong: should be <ics-moica.moi.gov.tw:
at sun.net.www.protocol.https.HttpsClient. checkURLSpoofing(Unknown Source)
at sun.net.www.protocol.https.HttpsClient.afterConnect(Unknown Source)
at sun.net.www.protocol.https.AbstractDelegateHttpsURLConnection. connect (Unknown Source)|
at sun.net.www.protocol.http.HttpURLConnection. getOutputStreamd (Unknown Source)
at sun.net.www.protocol.http.HttpURLConnection. getOutputStream(Unknown Source)
at sun.net.www.protocol.https.HttpsURLConnectionImpl. getOutputStream(Unknown Source)
at tw.com.chttl.ics.ICSCIApL. 1550 _SendThenRecy(ICSCIApL. java:198)
at tw.com.chttl.ics.ICSCIApL. iQuery(ICSCIAp, java:41s)
at icscjtest.wain(icscitest.iawa:?EQJ

2. {# ] Java 5B = WIR HIR T EIFAEF R AN A GTLSCA.crt £
<JAVA_HOME>/jre/lib/security/cacerts » 5 EEA = °

java.net.ssl. SSUHandshakeException: sun,securdty.validator ValidatorException: PKIX path building failed: sun.security.provider.certpathSunCertPathBuilderException
d valid certification path to requested target

gt sun.security. ssL.Alerts. getSSLException(Unknown Source)

#t sun.security. sl 58 Socket InpL. fatal (Unknown Source)

8t sun.security. ssLHandshaker. FatalSE (Unknown Source)

3t sun.security. sl Handshaker. fatalSE (Unknown Source)

at sun.security.ss.CLientHandshaker serverCertificate Unknown Source)

#t sun.security. ssLCLientandshaker  pracessiessage (Unknown Source)

at sun.security. ssL.Handshaker. processLoop(Unknawn Source)

4t sun.security. s Handshaker. process_record(Unknon Source)

#t sun.security. ss.SSLSocket InpL. readRecord (Unknown Source)

3t sun.security. ssL.55LSocket InpL. perfornInitialHandshake (Unknown Source)

#t sun.security.ssl. 58 SocketInpL. startHandshake Unknomn Source)

§t sun.security. ssLSSLSocket Inpl. startHandshake (Unknoun Source)

3t sun.net.w.protocol. hitps. HEtpsClient. afterConnect (Unknown Source

at sun.net. i, protocol. https. AbstractDelegatetittpsURLConnection, connect (Unknown Source

gt sun.net. i, protocol. hittp. HtEpURLConnection, getOutputStreand(Unknawn Source)

at sun.net.w.protocol. hitp. HeEpURLConnect ion. petOutput Strean(Unknown Source)

at sun.net. i, protocol. https. Kt tpsURLConnectionTnpl. getOutputStrean(Unknown Source)

#t tcom. chict]. dcs., JCSCIApL. 155L_SendThenRecy( LCSCIApd ., fava:190

at tw.com.chit]. 1cs., ICSCIApd. 1Query(1CSCDApL. fava:415)

gt tw.comchtt] des. descjtest. desctest nain(descitest, Java: 237)
Caused by: sun.security.validator ValidatorException: PRIX path building failed: sun.security.provider.certpath.SunCertPathBuilderExcention: unable to find valid certi
to requested target

4t sun.security.validator PKDValidator. doBuild (Unknown Source)

3t sun.security.validator, PKIXValidator. engineValidate(Unknown Source)

3t sun.security.validator. Validator.validate(Unknown Source)

#t sun.security,ssLX509Trustanager Inpl. validate(Unknowm Source)

8t sun.security.ssLXS09Trustanager InpL. checkTrusted(Unknown Saurce)

3t sun.security. ssL.X509Trustianager InpL. checkServerTrusted(Unknom Source)

oo 16 more

Caused by: sun.security. provider, certpath, SunCertPathbuilderException: unable to find valid certification path to requested target

3t sun.security. provider. certpath. SunCertPathBulder. build(Unknown Source)

3. {if] CEE=IENL iSSL_SendThenRecv pi =t [a|(#E(CHEHIR -12 » TR
24 host 5% 7 ol A5 EHTHY SSL S8 f & sH A ZE(GTLSCA. pem)



